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Online Banking – Test your skills  

How should I access my Internet 
Banking?  

A)Click on hyperlinks provided in email 

B)Type in https://bankABC.com.my 

C)Google Bank ABC and click on any link 

 



Online Banking – Test your skills 

You have accidently accessed a 
phishing site! What is your next 
course of action? 
A) Log out immediately and pretend it 

 never happened 
B) Do not log in. Close the page 

 immediately and alert the Bank 
 Customer Service 

C)  Try to log in for experimental 

 



Online Banking – Test your skills 

i) Latest version of Firefox/Chrome/IE 
ii) Latest Operating system 
iii) Firewall 
iv)Anti Virus software 
 
A) All of the above 
B) Less than two of the above 
C) None 

Q :How many security measures 
should you have on your PC?  



Online Banking – Test your skills 

A) Password 
B) 22228888 
C) Pymt@Frm15 

 

Q: Which of these password is the 
most secure?  



Online Banking – Test your skills 
Q : How can you tell if your Computer is 
infected with malware? 
i)  You see pop up advertisements when you are not 

connected to the internet 
ii) Your computer takes longer than usual to 

complete certain task 
iii) You experience a sudden rise in computer crashed 
iv) Your browser search settings have changed 

without your knowledge 
 
A) i and iii 
B) i, ii, iv only 
C) All of the above 



Online Banking Fraud 

What is Online Banking fraud? 
 Online Banking Fraud is an attempt to gain access to 

personal bank accounts by misleading the public. 

 

How can my personal account be controlled 
by others? 
 By misleading  bank customers  to surrender their  PIN 

number to be used for Internet Banking registration. 
With that cyber criminals may register a client's 
account and be in control through Internet Banking. 

 



How do I identify a phone call / SMS / E-mail 
that is not performed by the Bank? 

 Always remember that the Bank will never request 
for customer’s    PIN / password, because it is 
private and confidential. 

Online Banking Fraud 



 If you think you have been a victim of online 
banking fraud: 

 Customers are advised to contact the Bank as 
soon as possible for advice and further action. 

 If you accidently supplied your account details, 
immediately change  your password and report it 
to your bank so they can freeze your account and 
make alternate arrangements 

 Report unauthorised financial transaction to your 
bank, credit card company as soon as you detect 
them 

Online Banking Fraud 



Type of Cyber Crooks 
Phone: Act as someone you can trust and calls you e.g. alert that 
your banking account has been compromised by possible scams. 
The ‘çrooks’ will instruct you to perform a banking transaction to a 
third party account to rectify the losses 
 

Phishing : Attempt to act on behalf of a bank and request you to 
open the attach link via email . The phishing links will bring to an 
identical fake website that requires your personal information for 
usage of malicious purposes  
 

Malware : Commonly known malwares are like viruses, worms 
and trojan horses. Hazardous software that is installed in your 
electronic device without your knowledge or consent 



Online Banking Fraud – Modus Operandi 

What are the example of misleading tactic 
usually being used? 

 Email 



What are the example of misleading tactic 
usually being used? 

 SMS 

Online Banking Fraud – Modus Operandi 



What are the example of misleading tactic 
usually being used? 

 Phone calls 
Good evening, Sir 

I am calling from Bank Negara 
Malaysia to verify your Personal 

Identity Card Number XXXXX 

Morning Sir, I am calling from Bank 
Mesra Berhad. Our record shows 

that you have to update your 
Internet Banking account. 

Congratulations Mrs. We are from 
the United Scratch and Win. 

Congratulations you have won a 
car!!! 

Online Banking Fraud – Modus Operandi 



Online Banking - Security Features 

Individual Internet Banking: 

1. Secured Web page : (https) 



Online Banking - Security Features 

Individual Internet Banking: 

2.  Combine all the security features including Transaction 
Authorization Code (TAC) and the ID name and Password 
(or security token) 

3.Verification via a Private image & secret word 

4.Biometrics Authentication via smart phones 



Online Banking - Security Features 

Business Internet Banking: 

1.  Business Internet Banking Transaction authentication 
security has two stages of verification process.  
 - A maker and checker concept 
 - multi layer of approval (two approval and above) 
 - approval based on amount ie Group A and Group B 
 
2.Usage of physical security devices as a two factor 
authentication  



Safety Tips - Malware  

Avoid rooting or jailbreaking your mobile device 
 

Always update the latest anti-virus program 
 

Do not access online banking through unprotected 
PC eg Cyber Café. Avoid using public access WiFi. 

 

Do not download any unregistered or free unknown 
software 

 



Safety Tips - Malware  

Do not store login ID and password in Computer or 
smart phone 

 

Change passwords regularly. If you feel your 
password has been compromised, please change 
immediately. 

    - please use high level password combination such as with alpha numeric 

and alien character (!@#) 
 

Take care of the security device 
 



Safety Tips - Phishing 

Never login with your personal information via 
email links, attachment of pop ups 

 

Never respond to unsolicited emails requesting for 
private information such as ID, password, 
identification number 

 

Please type the secured web address, for example: 
https//www.Bank.com.my 
 



Safety Tips - Phone 

Ask the caller to identify you personally and opt to 
call bank the Bank Contact Centre 

 

Never provide private information over the phone, 
unless you are making the call yourself 

 

Ignore any SMS, WhatsApp, WeChat, Telegram 
messages from unknown numbers 
 



Online Banking – Test your skills  

Who is responsible in ensuring 
your PC or mobile devices are safe 
online? 

A) The Bank 
B) The Internet service provider 
C) Me 

 



Credits 

Association of Banks in Malaysia 

 - www.abm.org.my  / www.aibim.com 

Banks Corporate Website – Security 

Suruhanjaya Komunikasi Dan Multimedia 

 - www.skmm.gov.my 

 

http://www.abm.org.my/
http://www.aibim.com/
http://www.skmm.gov.my/



