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1. Process controls are key criteria of payment 

security

2. Computer systems can help enhance Process 

Controls to make it more efficient and 

instantaneous

Process Controls



Controls in the traditional payment 

method (cheque payments)

Purpose

Ensure success in 
physical cheque
transfer process

Controls

- Funds have been 
successfully 
transferred / 
collected

Bank Reconciliation

Purpose

Receipt of physical 
cheque

Controls

- Confirmation of 
physical cheque
receipt

Bank In / Clearance

Purpose

Transfer of physical 
cheque

Controls

- Physical control 
of payment 
instrument

Cheque
Delivery/Collection

Purpose

Make a payment

Controls

- Maker / Checker 
controls

- Proper 
Authorization

- Limits

Cheque Issuance

Purpose

Establish the 
method of 
payment

Controls

- Company Board 
resolution

- Application for 
Cheque Book

- Acceptance of 
the Cheque book

Cheque Book 
Issuance



Controls in the e-payment method

Purpose

Ensure success in 
physical cheque
transfer process

Controls

- Funds have been 
successfully 
transferred / 
collected

Bank Reconciliation

Purpose

Receipt of physical 
cheque

Controls

- Confirmation of 
physical cheque
receipt

Bank In / Clearance

Purpose

Transfer of physical 
cheque

Controls

- Physical control 
of payment 
instrument

Cheque
Delivery/Collection

Purpose

Make a payment

Controls

- Maker / Checker 
controls

- Proper 
Authorization

- Limits

Cheque Issuance

Purpose

Establish the 
method of 
payment

Controls

- Company Board 
resolution

- Application for 
Cheque Book

- Acceptance of the 
Cheque book

Cheque Book 
Issuance

Purpose

Ensure success in 
funds transfer

Controls

- Funds have been 
successfully 
transferred / 
collected

Bank Reconciliation

Purpose

Nil

Controls

- Not applicable

Bank In / Clearance

Purpose

Nil

Controls

- Not applicable

Delivery/Collection

Purpose

Make a payment

Controls

- Maker / Checker 
controls

- Proper 
Authorization

- Limitations

e-payment Issuance

Purpose

Establish the 
method of 
payment

Controls

- Company Board 
resolution

- Application for e-
payment

- Acceptance 
LoginID / Pwds / 
Token / PKI

Setting up an e-
payment account



Controls in the e-payment method

Purpose

Ensure success in 
funds transfer

Controls

- Funds have been 
successfully 
transferred / 
collected

Bank Reconciliation

Purpose

Nil

Controls

- Not applicable

Bank In / Clearance

Purpose

Nil

Controls

- Not applicable

Delivery/Collection

Purpose

Make a payment

Controls

- Maker / Checker 
controls

- Proper 
Authorization

- Limitations

e-payment Issuance

Purpose

Establish the 
method of 
payment

Controls

- Company Board 
resolution

- Application for e-
payment

- Acceptance 
LoginID / Pwds / 
Token / PKI

Setting up an e-
payment account



Security Features

Cheques e-Payments
Payment limits can be set at the user-

group level as well as by account as a 

payment control mechanism.

Each individual user’s access and 

navigation through the system is 

captured in an audit trail for 

reference.

Complex encryption & hash totals –

Amount & number of items in a file 

cannot be changed.

Built-in verification features to check 

against double crediting or duplication 

Authorisation – access control, limits 

built in & additional security layers 

using Passwords, tokens, digital 

signature, TAC etc



Maker-Checker Controls

•Create Payment

•Assign Payees

•Set up Limits

•Change Setup

Maker(s)

•Approve Payments

•Approve Payees

•Approve Limits

•Approve Setup

Checker(s)
• No ONE person can 

execute a financial 

ePayment transaction

• Only the Authorised

Approver(s) are able to 

release any payments

• Segregation of Security 

access for both the 

Maker and Checker will 

improve on the 

security controls



Online Banking Value-Added Features

Easy to integrate

Easy access on accounts information/reconciliation

Real-time online payment consolidated report

Payment notification via email or SMS

Customize transaction matrix according to your 
requirements 

• Simple to Complex case 



Security Features

Secured 
website

Equipped with 
Internet 
Security 
Features 

• Industry 
standard 128 
bits SSL protocol 

• 2 factor 
authentication 
(username, 
Password + OTP)

User access 
control

• Maker & 
Checker 

• Limit

Automatic 
'Time-out' 

feature

Account 
number & 

2nd ID 
verification 



Practical Advise

Do’s Don’ts

Do not open/reply to 
Spam/Junk emails (unknown 

sources)

Do not write username 
together with password

Set up daily txn limits

Dual controls

Perform daily reconciliation

Always log-off

Secure your computer

Look out for “secured icon”

Secure Password/PIN

Change Password regularly

Strong password

Do not share 
Password/PIN

(General User)

Never leave your 

computer unattended

Avoid using automatic 

login feature



Perception

Belief Truth

• Pricey • Fee is now RM0.10

• Funds availability • Same day (within 2 hours )

• Hassle • Simple & Convenience

• Unsecure • Highest level of security, 

128 bits SSL

• Inadequate information • Standard Payment Reference 

– “remittance details on both      

payers” 
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